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WHATS THIS?

THE CLouD.

\;

What is “The Cloud™?

HUH? T ALWAYS THOUGHT THE
CLOUD" wAS A HUGE, AMORPHOUS
NETWORK, OF SERVERS SOMEWHERE.

YEPH, BUT EVERYONE BUYS

SERVER TIME FROM EVERYONE. |1

ELSE. IN THE END, THEYRE
ALL GETTING [T HERE,

l
O

HOW? YOURE ON
A CPBLE MODEM.

2/ WERES ALOT
OF CACHING.

SHOULD THE CORD BE
STRETCHED ACRDYS
THE ROOM LIKE THIS?

OF COURE. IT
HAG TO REACH
THE SERVER,
AND THE SERVER
15 OVER THERE.

N
4

WHAT IF SOMEONE TRIPS ON IT7

WHO WOULD WANT T0 DO THAT?
IT SOUNDS UNPLERSANT.

UH. SOMETMES PEORLE k

DO STUFF BY ACCIDENT.
T DONT THINK
s I KNOW ANYBOOY
LIKE THAT.

O O)

[Poll audience for their thoughts]

Seriously though, “there is no cloud, it's just someone else’s computer” is very true,
even if some opinion writers consider it a gross oversimplification. It’s true that “the

cloud” is essentially where you stop caring about the specific server, but in the context

of privacy & security the expression is only more true.
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Infra

What makes up The Cloud?

(SOA & OSI models)

Platform  Application

structure

CloudClients

Web browser, mobile app, thin client, terminal
emulator, ...

8

Saas

CRM, Email, virtual desktop, communication,
games, ...

Paa$S

Execution runtime, database, web server,
development tools, ...

laaS
Virtual machines, servers, storage, load
balancers, network, ...

MODERN 0S| MODEL

ayer

Application

Session

Transport

Network

Data link

Physical

Protocol data unit (PDU)

Data

Segment, Datagram

Packet

Frame

Symbol

0SI Model

Function®®)
High-level APs, including resource sharing, remote file access
Translation of data between a networking service and an
application; including character encoding, data compression and
encryption/decryption
Managing communication sessions, .e. continuous exchange of
information in the form of multiple back-and-forth transmissions
between two nodes
Reliable transmission of data segments between points on a
network, including segmentation, acknowledgement and
multiplexing
Structuring and managing a multi-node network, including
addressing, routing and traffic control
Reliable transmission of data frames between two nodes connected
by a physical layer

physical
medium

OSl layers 4-7 are confusing in the differences between them, so we’re going to shift
over to SOA there.

OSI model = Open Systems Interconnection model
SOA = Service-Oriented Architecture (commonly referred to XaaS (“X as a Service”))
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OSI L1: Physical

e |SPs
e Data centers
e  Tenants within data centers
e  Co-location providers
WE TOOKTHE HOSTAGES, | | BUT THENTHIS GUY CLIMBED UP NO, HE IGNORED THEM.
SECURED THE BUILDING, AND | | THE. VENTILATION DUCTS AND WALKED | | HE JUST RECONNECTED
CUT THE COMMUNICATION | | ACROSS BROKEN GLASS, KILLING THE CABLES WE CUT
LINES LIKE YOU SAID. ANYONE \JE SENT TO STOP HIM. MUTTERING SOMETHING
/ & ABOUT “UPTIME".
" EXCELLENT. 4
SHIT, WERE
2”‘“ HE RESCUED DEALING WITH
THE HOSTAGES? A SYEADIN,

Security Concerns:

e  Physical barriers at entrance
o Often inc. biometric measures
e  Physical access to racks

https://en.m.wikipedia.org/wiki/Data_center_security
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https://en.m.wikipedia.org/wiki/Data_center_security

OSI L2/L3/L4

e Firewalls
e VLANs PRETTY, ISNT 1T
. . WHAT IS IT?
e  Other software-defined networking (VPC) \ |
e Load Balancing ﬁ %
Security Concerns:
. . TVE GOT ABUNCH OF VIRTUAL WINDOWS THERE. ARE MAILTROTANS WARHOL WoRws,| | YOU KNOW,  GOOD MORNING,
e  Blocking obvious attacks MACHINES NETWORKED TOGETHER, HOED UP | | AND ALLSORTS OF EXOTIC FouMcreHics, | | NORMALPECRLE BLASTER. ARE
TOAN INCONG PIPE FROY THE NET: THEY | | AMONITORNG SYSTEM ADDS AND WIPES | | TUST HAVE. You AND
o DDoS EXECUTE EFAIL ATTACHHENTS SHARE FILES, | | MACHNES AT RANDOR, THE DISPLAY Svus | | FOUARIUMS. W32WELCHIA
° Scanning/sniffing AND HAVE NO SECURITY FRTCHES, THE VIRUSES AS THEY MOVE THROUGH THE \ ﬁ'g
BENEEN NETWORK , / GROWING AND i
o IDP/IPS — Ten eV STRUGELING. )
e |Isolation of tenants HAE-FRacTOuY WHO' A GOoD VIRUS?
BRI YOU ARE! YES, YOU ARE!
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VMs
Raw resources (e.g. storage, network)

Management

o

o

o

Scaling
Backups
Orchestration

laaS: Infrastructure as a Service

I MIGRATED OUR
NORTHERN DATA
CENTER TO THE

Dilbert com _DilbertCartoonist@gmail. com

BUT THE CLOUD
STOPPED WORKING
AND I CANT FIND

THE PHONE NUMBER

FOR OUR CLOUD GUY.

|
S0... WHATEVER.

7-5-13 02053 SCO AGBMS, 1. Dot by st Lt

YO
LOST
OUR o LUy
DATA

TO LOOK
CENTER? a7 1T

Security Concerns:

e |solation of tenants
o Networking (see also OSI L2-L4)
o Host execution attacks

e Host access to VM

Examples:

e AWSEC2, Google Cloud Platform, Azure,
DigitalOcean, any VPS provider

At this point, all further slides have concerns about security as you're relying on the
provider to have everything secure. Main points include isolation of tenants & access

to data.

Still worried about / have to manage:
- VM/OS security
- Network security
- Backups
- Scaling

Raw/expensive resources -> if access keys / credentials are leaked/stolen can lead to

high cos
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Managed Containers

Individual container, Docker Compose, or Security Concerns:
Kubernetes

e  Managed orchestration e Isolation
o Docker Container isolation is somewhat
controversial right now

e  Secrets management
®  Google Container Service (Managed
Kubernetes)
Amazon ECS (Elastic Container Service)
Amazon EKS (Managed Kubernetes)
DigitalOcean Kubernetes

There isn’t a consistent name for this yet, and it isn’t XaaS/SOA, but it's worth
mentioning here because it's between laaS & PaaS and it’s a growing, relevant area
of The Cloud

More reading on Docker security:
https://www.oreilly.com/ideas/five-security-concerns-when-using-docker
https://opensource.com/business/14/7/docker-security-selinux (Part 1 of 2)
https://opensource.com/business/14/9/security-for-docker (Part 2 of 2)
https://www.bleepingcomputer.com/news/security/runc-vulnerability-gives-attackers-ro
ot-access-on-docker-kubernetes-hosts/



https://www.oreilly.com/ideas/five-security-concerns-when-using-docker
https://opensource.com/business/14/7/docker-security-selinux
https://opensource.com/business/14/9/security-for-docker
https://www.bleepingcomputer.com/news/security/runc-vulnerability-gives-attackers-root-access-on-docker-kubernetes-hosts/
https://www.bleepingcomputer.com/news/security/runc-vulnerability-gives-attackers-root-access-on-docker-kubernetes-hosts/

PaaS: Platform as a Service

Managed hosting Security Concerns:
Runtime(s) pre-configured
e |[solation

E.g.

®  On pushing to a Git repo a container is
automatically provisioned with the correct
language version & connected to the internet
Traditional shared hosting

Heroku/Heroku-ish

OpenShift/OKD

LAMP could count as one of the earliest instances of PaaS
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INTRODUCNG
THE XKCD STACK

EBNF/C8S

BROKEN JAVA APPLET

ARCHIVE.ORG MIRROR

HYPERCARD.JS

QBASIC ON RAILS

[BLOCKED BY ADBLOCKER]

MONGODB/EXCEL

SOME. PIEECE THAT WORKS SO
NOBODY ASKS ANY QUESTIONS

TRIPLY-NESTED DOCKER

PARAVIRTUAL BOY®

A DEV TYPING REAL FAST

OLDER VERSION
OF OUR SOFTWARE.

MYSTERY NETWORKING HORROR

MICROSOFT BOB SERVER®

A GIANT CPU SOMEONE.
BUILT IN MINECRAFT




SaaS: Software as a Service

Pre-configured instance of a piece of Security Concerns:
software
e Common examples are databases & web e lIsolation
platforms ®  Access
Might have some runtime options e Reliance on vendor’s application security
Managed
o Access HI, THIS 1S OH, DEAR - DID HE | DID YOU REALLY WELL, WEVE LOST THIS
5 Runti YOUR SON SCHOOL. | BREAK SOMETHING? | NAME YOUR SON YEAR'S STUDENT RECORDS.
untime WERE HAVING SOME | 1\ o Robert'); DROP T HOPE YOURE HAPPY.
o Network (OMPUTER TROUBLE. TABLE Stuents;-- 7
o Orchestration A\ X AND I H(PE
, 2 ~ OH.YES UTIE - YOUVE LEARNED
[BOBBY TABLES, TO SANMIZE YOUR
WE CALL HIM. DATABASE INPUTS.

Complete reliance on vendor for the software stack to work; user often only has
control over content.

App security:

- How many password dumps have there been? Someone left a SQL instance

open to the internet...

And MongoDB, Redis, Postgres, S3 Buckets...

Hosted DNS as an example of a classic SaaS?
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o Google Cloud Functions

o Amazon Web Services - Lambda

o Cloudflare Workers
Managed
Often on edge routing
o Fastly VCL (Varnish
Configuration Language)
o PubNub Functions

e  Small script that gets run based on a trigger

Serverless/FaaS (Function as a Service)

Security Concerns:

e |[solation
e Reliance on vendor’s application security
Hi TMABROWSER.| | OH Bov! T CAN HELP! | | YEAH. WHAT ARTICLE?
TMAGRVER! | |TDUKE P EE | |LETMEGET TFOR— | £ comnot HEY, TVE THE ONE T— ’
WHOARE YOU? | | THS ARTICLE. | |...WHOA! YOURE A | || GoT Tys NEW MOBIE ( \Ho ARE YoU?
SHARTFHOME BROWSER? | | \ERa1oN OF MY SITEL — ]
N CHECK T “| [/ Wil TMASERVER!

CloudFlare Workers: https://blog.cloudflare.com/cloud-computing-without-containers/
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https://blog.cloudflare.com/cloud-computing-without-containers/

Questions?
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YOUR CHOICE. THEN THE UNNEEDED
“"PHANTOM" TROLLEY DISAPPEARS.

e

\

THE MELTDOUN AND SPECTRE. EXPLOITS USE THE PHANTOM TROLLEY ISNT
"SPECULATIVE EXECUTION?” LHAT'S THAT? SUPPOSED To TOUCH ANYOKE.
YOU KNOW THE TROLLEY PROBLEM? UELL, | | BUT 1T TURNS OUT YOU OPW
FOR A \HLE NOU, CPUs HAVE BASICALLY | | STt USE IT T DO STUFF
BEEN SENDING TROLLEYS DOLIN BOTH AND IT CAN DRVE
PATHS, QUANTUM-SIVLE, LHILE ALAITING | | THROUGH LJALLS.

THAT S0UNDS BAD.
HONESTLY TVE BEEN
ASSUMING WE UERE
DOOMED EVER SINCE

T LEARNED ABOUT
ROUHAMIMER.

pf |

WHATS THAT?
IF Yo TOGGLE: A ROL) OF MEMORY
CELLS ON AND OFF REALLY FAST) YOU
CAN USE. ELECTRICAL INTERFERENCE
T FLIP NEARBY BITS AND—

DO\JE JUST 50K )
vup mcmvamkso ONES.

1

S0 YOURE SAYING
THE (LOUD IS FULL OF

PRMED WITH HAMERS.
...YES, THAT 15
EXACTLY RIGHT.

OKAY. T, UH...

INSTALL UPDATES?




